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1. Overview
ioThink Security is an integrated network security management application that includes
flow data management, log management, end-point management and security events
management. It features threat detection, threat hunting, real-time monitoring, response
management, and security reporting easy to use functions.  By capturing network traffic
information and collecting log data in real time, applying big data analysis and machine
learning algorithms,  ioThink Security can help you quickly and accurately discover hidden
network and data security threats.

2. Sign In

To start, please use administrator account login to ioThink Security web interface. Initial
account and password are provided to you via email or product information sheet. You will
be prompted to change system default password when you login the first time. After login,
you can also use Account Management feature to add, delete, or modify accounts.

3. Dashboard
The Dashboard interface gives you an overview of your network security status in a glance.
Along side key metrics are links to detail reports and data searching pages that leads to rich
functions of ioThink Security.
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On the left is main function selection menu, you can expand or collapse this menu by
clicking on the menu icon.

Main menu expands

Main menu collapses

Above content page, there is a page selection bar where you can click on each tab to switch
between different content pages or click on the X to close corresponding content page.
For example, blow chart shows 4 content pages, Dashboard, System Log Search, System
Alerts, and Events Search. Green background shows Dashboard is the current content page.
You can clock on any of the other three tab to switch to that content page.  Or click on the X
next to the tab title to close that page.

The center section of home page summarizes some key network stats of of past 7 days ,
including the total number of weekly network events,the total number of alerts, New Alerts,
Failed Login Attempts，and suspicious IP visits.

Bottom section of home page is a list of security analysis reports.  These reports are sorted
by risk scores.  Risk scores are calculated by evaluating the data presented in the report.
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You can click the blue button on the right in each row to view report detail.

4. Network monitoring

The network monitoring function collects network traffic data, applies security rules to
detect any abnormal network events. Generates alerts when security risks are detected. It
also provides super fast search capabilities on historical network event and alert data.

4.1 Alert Stats and Search Alert
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Click Alert Stats to view alerts stats from past 7 days, alerts are sorted from high to low
according to severity of the risks and its occurrence frequency.

Click the blue blue arrow on the right side of each row to see the detail info of each alert
occurrence.

Alert search interface

When searching alerts, you can specify a set of search parameters, such as date time
window, rule signatures, or related IP.

By Clicking the ‘>’ icon on the left of each row, you can see the detail description of this
alert.
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By clicking on the red X, you can add an IP address to the black list for blocking. Or suppress
an alert rule  if you found that such alert is false positive.

By clicking on the magnifying glass next to each alert signatures ID, you can to view detail
description of this alert

Click the delete X next to the ID number  to suppress this rule.

Click the X button next to the Source IP or target IP to add it to the IP black list.
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4.2 Rogue IP Visit Report

Click on Rogue IP Visit report to find out visit statistics from bad IP addresses. ioThink
Security maintained a library of bad IP addresses published by security intelligence
community.

Click the blue arrow on the right side of each bad IP, you can search the corresponding bad
IPs visit event details.

4.3 Search Events

Search Events function provides the ability to search all historical events happened in your
network.

You can specify search criteria such as date time window,  event type or related IP.
The chart above shows the number of events that occurred during the specified time
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period.

By Clicking the ‘>’ icon on the left of each row, you can see the detail description of this
event.

When you found risky network events and decided to block the associated external IP,
you can click on the ‘X’ icon next to the IP address to add it to IP black list.

4.4 New Alerts
New Alert report shows alerts that never happened before. New alerts are alerts that you
should pay special attention to, since it represents a new threat to your network.
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5.Web Applications

Web Application monitoring supports the data collection, data search and analysis of Web
application logs and OS system logs.

5.1 Web App Access Report shows the key visit stats by
URL

By clicking on blue arrow in the host or path you can search detail visit information to that
host or to that URL.
By clicking on blue arrow next to the UV number, you can also see the list of external unique
IP addresses that visited this URL.

5.2 Search Logs

You can specify a set of criteria to search log entries.
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AppLog and SysLog Search

By clicking on the ‘>’ icon, you can see the detail information about that log entry.

Log entry details
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6. Devices

Devices (End Points) Monitoring uses IP address as the identifier to analyse network traffic
data associated with each devices or network endpoints.  As long as a device has ever
connected to the monitored network, its network event data would be captured, stored,
and analyzed.  If there is any abnormal event detected, an alert associated with that device
would be generated. Such as devices could include computer, network printer, mobile
phones, connected smart appliances, etc.

6.1 Asset List

This list included all devices that has ever connected to this network that is monitored by
ioThink Security instance. Besides basic information such as IP Address，Mac Address， by
clicking on the edit icon in the operation column you can edit each device detail info to note
its usage, owner, or any info that helps you manage this device. On the list, system also give
a risk score of this device base on network traffic data and syslog data.  The list is sorted by
risk score, from high risk to low risk.

Enter device IP to perform search for the information about an IP.  Or click on the New
button to create a new device entry, even if it has never connected to the network yet..

For each device there are 4 supported operations, from left to right are Edit, Delete, Search
Associated Alert, Search Associated Event.
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6.2 Risk Report
Risk report provides the detailed data used to calculated the risk score for each device.
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7. Threat Intelligence
Threat Intelligence is a library of security related intelligence issued by well-known security
agencies worldwide. ioThink Security provides intelligence update regularly. If you subscribe to
our update service, you can download the latest Thread Intelligence library and then upload to
your installation of ioThink Security system.

You can also use this interface to search intelligence info by Type and Title.

.
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8 . Response Management

Response Management is to manage IP blacklist, confidential document fingerprints(MD5),
suppressed alert rules.

9. Login Management

Login Management is to manage the login account that can access ioThink Security application
interface.

If you are an ioThink sysadmin, by clicking on your login name on the upper right corner of
ioThink Security interface, you can see the Login Management menu.
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